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Cyber Threats Are Changing
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CYBER SECURITY INCIDENTS (1997-2009) - Malaysia

* A total of 11,423 security incidents were referred since 1997 (excluding spam)
2500 \

2000 — 2123

Type of
incidents: 1500

* |Intrusion
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» Denial-of-Service
* Virus
» Hack Threat 500 -\/
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As of June 2009
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Figure 13: Percentages of Key Types of Incident
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INTERNATIONAL COLLABORATION TO MINIMISE OIC_CERT
BORDERLESS THREATS
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Forum of Incident
Response Security Team European

(FIRST) Government
T CSIRTs Group :
(EGC) Saies. | RN

Asia Pacific CERT
(APCERT)

Organization of
American States
(OAS) CERT

European Network and
Information Security
Agency (ENISA)

This growing cyber threat in the world requires a collaborative
approach with various CERT organisations with full support from
their respective governments
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OIC-CERT INITIATIVES TO DATE (1)

Conceptualization : 21 - 23 June 2005

Islamic Development Bank Board of Governors’ Annual Meeting
In Putrajaya, Malaysia

« Agreed to initiate the establishment of OIC-CERT Task Force

Task Force Meeting : 27 July 2006

OIC-CERT Task Force Meeting in Kuala Lumpur, Malaysia

 Formation of OIC-CERT Task Force (Malaysia, Tunisia,
Pakistan, Saudi Arabia, Nigeria)

Task Force Meeting : 1 - 2 April 2008
OIC-CERT Task Force Meeting and Conference in Tunis, Tunisia
* Formalization of OIC-CERT to be submitted to the OIC
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OIC-CERT INITIATIVES TO DATE (2)

18 - 20 June 2008

35th Session of the OIC Council of Foreign Ministers in Kampala,
Uganda

» Acceptance of Resolution on the establishment of OIC-CERT

14 - 15 January 2009

OIC-CERT 1st Annual General Meeting in Kuala Lumpur, Malaysia
 Formal establishment of OIC-CERT
* 16 OIC member states are members of OIC-CERT

23 - 25 May 2009

36th Session of the OIC Council of Foreign Ministers in Damascus,
Syria

» Acceptance of OIC-CERT as an Affiliated Institution of the OIC
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MEMBERS OF OIC-CERT (1) OIC'CERT
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Innovation

SECRETARIAT

TUNISIA : National Agency for Computer Security (CERT-TCC)
SRRV 14 MEMBERS

S SAUDI ARABIA : Communications & Information Technology Commission

(CITC)

PAKISTAN : National Response Center for Cyber Crimes, Federal
Investigation Agency (FIA) HQs

NIGERIA : Consultancy Support Services (CS2)

IRAN : IrCERT (APA), Iran Telecommunication Research Center (ITRC)

ﬂ EGYPT : Ministry of Communication and Information Technology

SYRIA : Ministry of Communication and Technology

CF— MALAYSIA : CyberSecurity Malaysia, Ministry of Science, Technology &

= A
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MEMBERS OF OIC-CERT (2) OIC'CERT
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FULL MEMBERS
MOROCCO : Ministry of Industry and New Technologies

INDONESIA : Indonesia Security Incident Response Team on Internet
Infrastructure (ID-SIRTII)

BRUNEI : Brunei Computer Emergency Response Team (BRUCERT)
LIBYA : Centre for Economic Information and Documentation, Ministry of
Economy, Trade and Investment

OMAN : Information Technology Authority

JORDAN : National Center for Security and Crisis Management, Royal Court

GENERAL 2 MEMBERS
MEMBERS

BANGLADESH : Bangladesh Computer Emergency Response Team (BDCERT)

TURKEY : Turkey Computer Emergency Response Team (TR-CERT)

—_

FULL MEMBERS _
-
S
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-
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GOVERNANCE STRUCURE

" OIC-CERT
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GOVERNMENT

1. Operate within OIC

member state with the
authority to present state
interest

. Non profit based, wholly
or partly government
funded

. Have the right to vote & to
stand for election to SC

SECURING OUR CYBERSPACE

GENERAL
MEMBER

PRIVATE SECTORs / NGOs/

ACADEMIA

. Private CERT entity from

OIC-CERT state with no
authority to present state
interest

. Sponsored by OIC-CERT

Full Member

. Observer status member

PROFESSIONAL

MEMBER

INDIVIDUALS

. Individual expert in

information security area

. Sponsored by OIC-CERT

Full Member

. Observer status member
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KEY ASPECTS OF OIC-CERT OIC"CERT
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 Strengthen the relationships
amongst CERTs in the OIC
member countries

d Enhance information sharing in
cyber security field

d Prevent and reduce cyber-crimes

J Cultivate and foster education and
outreach ICT security programs

d Promote collaborative technology
research and development

d Provide cyber emergency
channels among member
countries
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EXPECTED OUTCOMES OTC‘CERT
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 Project OIC as pro-active In acting against cyber
threats

 Establish a trusted network among OIC communities
In preventing crime in cyberspace

d Promote collaborative activities 1.e. research,
education, technology development and outreach
programmes among OIC countries

d Open up businesses opportunities among OIC
communities to provide cyber security solutions
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d Encourage participation from OIC member countries to be a
member of OIC-CERT

d  Welcome collaboration with other Regional CERT establishments

d  The OIC-CERT regional workshops are planned to be held at three
regions namely Middle East, Africa and Asia.

— For the Middle East region, hosted by the Ministry of
Communication and Technologies, Egypt on 8-9 June 2010

— For the Africa region, hosted by the Ministry of Industry, Trade
and New Technology of Morocco on 24-25 June 2010

— For the Asia region, hosted by CyberSecurity Malaysia on 28-29
October 2010

d  OIC-CERT Seminar & 2nd AGM Iin Islamabad, Pakistan in October
2010
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THANK YOU
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