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INTRODUCTION
The Workshop on Computer Emergency Response Team - English Track was held on from 30 May 2011 to 4 June 2011 at the White Sands Hotel in Dar Es Salaam in Tanzania. The purpose of the Workshop was to train African Network Engineers on CERT creation and management as well as Advance Web security.
INSTRUCTORS
· Jean Robert Hountomey (Togo)
· Perpetus Jacques Houngbo (Benin)
· Mohamed Ibrahim (Somalia)
· Marcus Adomey (Ghana)
· Suguru Yamaguchi (Japan)
· Koichiro Komiyama (Japan)
PARTICIPANTS
· Tebogo Ketshabile (Botswana)

· Omo Oaiya (Nigeria)

· Stephen Kapesa (Tanzania)

· Abibu R.Ntahigiye (Tanzania)

· Christian Bope (DRC)

· Jane Mbeke (Kenya)

· Archibald Steiner (Ghana)

· Ismail Otban Ali (Djibouti)

· Pascal Hosea Kiula (Tanzania)

· Cletus C. Okolie (Nigeria)

· Alex Asante (Ghana)

· Narteh Sappore-Siaw (Ghana)

· Gideon Enoch Abbeyquaye (Ghana)

· Judith Glory Modjoc Ouafo (Ghana)

· Stephen Koku Assem (Ghana)

· Kwaku Owusu Osei (Ghana)

· Zareefa S Mustafa (Nigeria)

· Sunday Richard (Tanzania)

· John Daffa (Tanzania)

· Issah Yahaya (Ghana)

· Charles Aboah (Ghana)

· Connie Shirima Francis (Tanzania)

· Arbogast Kihoule (Tanzania)

· Daniel Yakmut (Nigeria) 
PROGRAMME
The workshop was divided into two parts. 
· CERT Training Course for Manager and Technical Staff: four days
· CERT Training Course for Technical Staff (Advance): two days
The CERT Training Course for Managers and Technical Staff was taught by African instructors and the Advance CERT Training Course for Technical Staff was taught by the staff of JPCERT. 
Day one: the objective of day one was to provide the participants with the skills of creating a CERT. At the end of the session there was a debriefing session during which participants expressed their views. It came out that there was not enough real life case study and simulation of CERT creation. At end of the class, the facilitators had their postmortem and it was clear that there is room for improvement and that the facilitators have to take into consideration the points made by the participants. 

Day two: the objective of day two was to give the participants the technical foundation of the Security and introduction to some of the tools used by CERT. The day ended with the installation and configuration of some of the tools. The class was ended with the debriefing to have the feedback of the participants which was more salient on the hand on. The day two ended with the postmortem of the facilitators where they all have agreed to take into consideration the views of the participants and include them in the next technical workshop.

Day three: the objective of Day three was to impart the skills of incidents handling to the participants. This was more hands on. The class ended as scheduled. Although the general impression is that the participants were satisfied with the hands on, the debriefing had revealed the issues of the choice of the operating system platform and the type of the tools used which was debated. The consensus was reached and it was clear that the selection of the tools for CERT management depends on the kind of services the CERT is going to provide to the constituency so all the CERT tools cannot be taught in the context of the workshop. 

Day four: the day was more into incident analysis (forensics) and prepared the participants to become facilitators. The debriefing at the end of the session was not different from the previous days’ one. 
Day five and six: the objective of day five and six was to impart to the participants the ability to detect web application vulnerabilities, enable them to use tools to test the common vulnerabilities. The sections were mainly hands on. 
At the end of the six-day workshop, the general impression was that the participants were satisfied with the content. The postmortem of the instructors has led to some suggestions put together under the section Recommendations 
The following is the time table of the workshop.
	DATE
	TITLE

	30-05-2011
	

	
	Introduction – Welcome 

Overview of Global Information Security

Definitions, clarifications on concepts 

	
	Setup and Role of CSIRT

What are the responsibilities of a CSIRT, services they offer, what are the steps to go through for creating a CSIRT 

	
	CSIRT Services

Practical continuation of the previous session, with an emphasis on the different tools needed to offer those services.

	
	Building Trust Networks

Concept of computer networks, focusing on the security issues that can impact networked environments within CERT context.

Idea of trusted networks, how to build and manage them. 

	
	Stages for Creating a CSIRT 

	31-05-2011
	

	
	Introduction "CSIRT philosophy and culture" 

Be passionate, be talented, be problem solving oriented, be client oriented, be trustworthy. 

	
	Technical overview of Information Security

Security Risk Analysis 

Security & Cryptographic Methods. Encryption is very important. 

Hands on, installation of virtual machine on participants personal laptops to be used for the coming labs.

Lab: creation of secure communication channel by using PGP 

	01-06-2011
	

	
	Incident handling

Preparation: limit the number of incidents that will occur

Detection and analysis: security breaches, incident classification, signs of incidents

Containment, eradication, recovery: limit the spread, gather evidences, eliminate components, restore system to normal operation

Post incident activities: lessons learned, data collected

Hands on : PGP, Risk assessment: Failure Mode and Effects Analysis (FMEA) 

	
	Some Programming Related Vulnerabilities 

	02-06-2011
	

	
	Information Gathering and Analysis

Forensic matters

Implication with law information 

	
	Some CSIRT Tools 

	
	Preparing participants to be trainer 

	03-06-2011 and 04-06-2011
	

	
	Advance Web Security 


RECOMMENDATIONS
The following recommendations are as a result of the various discussions the Instructors had among themselves, with the participants of the workshops.
· A Formal CERT Training Course for Manager will be created and expanded over two days and the content will be revisited. This course will be separated from the technical.
· CERT Training Course for Technical Staff and CERT Training Course for Technical Staff (Advance) will be combined. This course will be the main course for the AfNOG workshop. The content will be revisited and make it hands on intensive. 
